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IT CLOUD SECURITY

tht iS Cloud Security? Protects data st?red in cloud computing envirnoments

from theft, deletion & leakage.

Protective methods include:

Not using Public

Firewalls Obfuscation .
Internet Connections

Access Penetrating Tokenization Virtual Private
Control Testing Networks (VPNs)
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IT Cloud Security Framework
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* Envirnoment Segmentations

Segmentation of cloud security responsibilities

In each public cloud service type, the cloud provider and cloud customer share different levels of

responsibility for security. By service type, these are:

Software- Platform- Infrastructure-
as-a-service as-a-service as-a-service
(SaaS) (PaaS) (laaS)
Customers are Customers are Customers are responsible
responsible for responsible for for securing their data,
securing their securing their data, user access, applications,
data and user access. user access, and operating systems, and

applications. virtual network traffic.



Cloud security solutions

Visibility into cloud data Control into cloud data

e What data is stored in the cloud. Data classification

e Who is using cloud data?

Data Loss Prevention (DLP)

e The roles of users with access to cloud data. Collaboration controls

e Who cloud users are sharing data with? Encryption
e Where cloud data is located.
e Where cloud data is being accessed and

downloaded from, including from which device.

Access to cloud data
& applications

Compliance

® User access control e Risk assessment

® Device access control e Compliance Assessments
® Malicious behavior identification

® Malware prevention

® Privileged access
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